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• Oversees the LogRhythm Labs team to research and 
deliver world class security, compliance, intelligence, 
and operational risk content to protect our customers 
from damaging cyberthreats, meet their compliance 
needs, and reduce their operational risk.
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member of Forbes Technology Council.Andrew Hollister

Deputy CISO 

& VP LogRhythm Labs

About Andrew



What we wanted to accomplish

• Understand the root causes of the stress under 
which security teams operate.

• Obtain feedback on the ways in which it could 
be alleviated.

• Identify the best paths to remediation.
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Stress and the security professional



Stress and the security professional

“Working in security can feel like you’re sitting on top of a 
powder keg that could explode at any time.”

- James Carder, Chief Security Officer, LogRhythm



What we learnt



The remaining four items that would alleviate stress are directly controlled by executives, such as a cooperative 
environment and properly skilled and staffed security teams with the needed budget.

When asked what would help alleviate their stress, executive support was in the top 
five.

Lack of executive support increases security teams’ stress



Lack of executive support increases security teams’ stress
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Amidst the cultural and leadership problems, nine out of 10 companies admit to lacking necessary detection 
and prevention solutions for known security gaps and threats.

Security professionals lack critical tools

Does your security team have a real-time, consolidated view of all your security 
solutions?



Security professionals lack critical tools

Security Analytics
User & Entity 

Behavior Analytics

Network Forensics Log Management
Security Automation & 

Orchestration
Endpoint Monitoring



Security professionals lack critical tools
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Lack of strategic oversight results in redundant tools

Does your company use overlapping tools/multiple products that solve the same 
problem?

Fifty-six per cent of respondents noted that overlap in security solutions is accidental.



Lack of strategic oversight results in redundant tools

https://logrhythm.com/security-operations-maturity-model-white-paper/

Security Operations Maturity Model



Consolidated security solutions would make life easier

In your experience, what benefits would result from consolidating security tools?

Only two per cent responded with stating there are no benefits to consolidating security tools.



What is the cause of turnover in the security team?

Which of the following has had you consider leaving your job?

Only two per cent responded with stating there are no benefits to consolidating security tools.



Actionable takeaways for 
reducing stress



Actionable takeaways for reducing stress

1. Gain support and alignment from the executive team.

2. Make security part of “business as usual” across the organisation.

3. Ensure the team has enough depth of security experience.

4. Focus on consolidation to reduce administration burden.

5. Provide the proper tools to enable teams to be effective.

5 ways to help security leaders and teams
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